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To: All Leonardo DRS Suppliers
From: Leonardo DRS
Date: October 10, 2025

Re: Cybersecurity Maturity Model Certification (CMMC) Readiness in the Supply Chain
Dear Valued Supplier,

Starting on 10 November 2025, Cyber Maturity Model Certification 2.0 requirements will start
being added to select Department of Defense (DoD) contracts as part of the phased rolled of
the framework articulated in 32 CFR Part 170, via the updated DFARS 252-204-7021 clause.
Leonardo DRS will honor the phased roll out, however note that DoD contracting officers have
the discretion to add the updated clause to any contract after 10 November.

If you receive the DFARS 252.204-7012 clause from Leonardo DRS, you can expect to receive
a requirement for “Maturity Level 2 (Certified 3™ Party Assessor Organization)” at any point
within the next 2 years.

You should take the following actions immediately to prepare:

- Resolve any outstanding POAM ltems

- Have an updated Basic Assessment with a score of 110/110

- Immediately visit the CyberAB Marketplace and start engaging with C3PAOs.

- Visit Cyber Security Requirements | Leonardo DRS and CIO - Cybersecurity Maturity
Model Certification for more information

Please note: If you flow down DFARS 252.204-7012 through your supply chain, you should
also advise your suppliers to take immediate action to avoid business disruption. Please
remember that for contracts with the updated 252.204-7021 clause, CMMC Compliance is a
pre-award condition.

Thank you
Jeremy Grubb Ernie Magnotti
VP, Supply Chain DRS CISO
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